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1o nHGOPMALMOHHOI 6€30M1aCHOCTH MYHUIIMTNIAIBLHOT0 ABTOHOMHOTI'0
001eo0pa3oBaTeIbHOrO yupexaeHus "'Oomeodpa3oBarejbHas MIKOJIA -
uHTepHAT Ne9 cpeanero oduero oopazopanus'

1. O0mme MoJ10KeHUus

1.1.  MyHununaipbHoe  aBTOHOMHOE  0OIIeo0pa3oBaTeIbHOE  YUPEKIACHHUE
"O6mieo0pa3oBarenbHas mkoia - uHTepHat Ne9 cpeanero oduero oopazoanus” ( gaiee
mKkosna-uHTepHaT Ne9) — oOBeKT, Ha KOTOPOM pa3BEpHYTa JIOKAJIbHO-BBIUUCIUTEIbHAS
CeTh, MoJjIeKalas UHPOPMaIMOHHOM 3aIIHTe.

1.2. Tlon 6Ge30mMacHOCTBIO JIOKAJIbHO-BBIYMCIUTEIBHON CETHU HIKOJbI-MHTEpPHATA
NeO  monumaercs ee 3alIMIIEHHOCTh OT CIYyYalHOTO WJIM MpeAHaAaMEPEHHOIrO
BMEIIIATEIILCTBA B HOPMAJIBHBIN TIpoliece (DYHKIIMOHUPOBAHUSA, @ TAKXKE OT IMOMBITOK
XUIICHHS, MOIU(UKAITIN WM Pa3pyIICHUS €€ KOMIIOHEHTOB. be30MmacHOCTh CUCTEMBI
JIOCTUTAETCS o0ecrieueHueM KOH(PUIEHIIUATIBHOCTH oOpabaTtbiBaeMoit €ro
nH(OpMaIMK, a TaKKe IEJIOCTHOCTH W JIOCTYITHOCTH KOMIIOHEHTOB W PECypCcOB
CUCTEMBI.

1.3. Kouguoenyuanonocms KomMnwvlomepHou uHGopmayuu — 35TO CBOUCTBO
uHbopMaIu OBITh HM3BECTHOM TOJIBKO JOMYIICHHBIM M TIPOIISANIAM IPOBEPKY
(aBTOpHM3aAIMIO) CYOBEKTaM CHCTEMBI (TIOJB30BATENIAM, IporpamMmaM, MpoleccaM H
T. 1.).

Llenocmnocms komnonenma (pecypca) cucmembl — CBONUCTBO KOMIIOHEHTa
(pecypca) ObITh HEM3MEHHBIM (B CEMAaHTHYECKOM CMbICIE) MpU (PYHKITMOHMPOBAHUU
CUCTEMBI.

Locmynnocms komnonenma (pecypca) cucmemvl — CBONCTBO KOMIIOHEHTA
(pecypca) OBITH AOCTYIHBIM ISl UCMOJB30BAaHUSI ABTOPU30BAHHBIMU CYyOBEKTaAMU
CUCTEMBI B JIF0O0E BpeMH.

Llocmyn oemeii k ungopmayuu - BO3MOXKHOCTb IMOJYYEHUS U HMCIOJb30BaHUS
JETBMHU CBOOOJTHO paclpocTpaHseMoi HHGOPMAaITUH.

3penuwnoe meponpusmue - JAEMOHCTpalus HHPOPMALKUOHHON NPOIYKIUU B
MeECTe, JOCTYITHOM JIJIsl IETeH, U B MECTe, T/Ie TIPUCYTCTBYET 3HAYUTEIHLHOE YHCIIO JIHII,
HE TMPUHAISKANMX K OOBIYHOMY KpYTy CEMbH, B TOM YHCIE IMOCPEICTBOM
MPOBEJICHUS TEATPATBHO-3PEIUITHBIX, KYJIbTYPHO-TIPOCBETUTEIHHBIX M 3PEIUIIHO-
Pa3BIICKATEIHHBIX MEPOIIPUSTHH.

Hugpopmayuonnas bezonacnocms demell - COCTOSTHUE 3aIIUIIEHHOCTH JAETEH, IpU
KOTOPOM OTCYTCTBYET PHUCK, CBSI3aHHBIH C TMPUYMHEHHEM HWHGOpMAIMel Bpemaa Hx
3I0pOBbI0 W (WJK) (PUBHUECKOMY, TICUXUYECKOMY, JTYXOBHOMY, HPaBCTBEHHOMY
Pa3BUTHIO.

Hnghopmayuonnas npooykyus - npenHa3HaueHHbIE 11 000pOTa Ha TEPPUTOPUU
Poccuiickoit ®enepanvu NPOAYKIMS CPEICTB MaccoBOM WHMOpMaIMM, IeYaTHas
OPOAYKIHUSA, ayJUOBU3yaIbHAs MPOAYKIIMS Ha JIOOBIX BUAAX HOCUTEJEH, IPOrpaMMbl



JUTSL AJIEKTPOHHBIX BBIYMCIUTEIbHBIX MaliMH (porpammsl Ajis O9BM) u 0a3bl 1aHHBIX,
a Takke MH(popmanus, pacnpocTpaHsemMas MOCPEICTBOM 3PEIUIIHBIX MEPONPHUITUH,
OCPECTBOM MH(GOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH, B TOM YHUCJE CETU
"UnTepHeT", U ceTel moABMXHOM painoTene(OHHON CBS3H.

uHgopmayus, NpudUHAWAS 8ped 300p0o6blo U (uiu) pazeumuio oemell, -
uHdopmalus (B TOM 4HCIE cojaepxkaliascsi B HHPOPMAIMOHHON MNPOAYKIIUU ISt
JeTel), paclpoCTpaHEHUE KOTOPOM Cpelu NETeW 3ampelieH0 WJIA OTPaHUYEHO B
cooTBeTCTBUH ¢ DenepalibHbIM 3akoHOM OT 29 nmexadpst 2010 r. Ne 436-D3 "O 3amure
AeTei oT nHpopMau, TPUIUHSIONIEH Bpe/] UX 3J0POBBIO U Pa3BUTHIO".

Mecma, oocmynnvie Ons Oemeti, - OOUIECTBEHHBIE MeECTa, JOCTyN peOCHKa B
KOTOpbhle W (WJIM) HAaXOXAEHUE peOeHKa B KOTOPBHIX HE 3alpelieHbl, B TOM YHUCIE
OOIIIECTBEHHBIE MECTa, B KOTOPHIX PEOCHOK MMEET JOCTYN K MPOIYKIUU CPEICTB
MaccoBod  umHPopMmammu W (WiIM)  pasMem@aeMod B HMH(OPMAIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX CETAX MH(OPMAIIMOHHON TTPOTYKITUH.

Obopom  unHgopmayuonuwou  npodykyuu - TpenocTaBieHue U (WIK)
pacnpocTpaHeHue HHPOPMAIIMOHHOM MPOIYKIIMH, BKIIIOYAs €€ MPoAaxy (B TOM YHUCIIE
pacnpocTpaHeHHE IO MOANMUCKE), apeHly, IMpOoKaT, pasjiady, Bblaauyy M3 (OHIOB
OOIIEOCTYTHBIX OMOMMOTEK, MyONMMYHBIA MOKa3, MyOJIMYHOE HCHOJHEHHE (B TOM
YlClie TIOCPEICTBOM 3PEIUIIHBIX MEPOIPUITHI), pacHpOCTpaHEHUE IOCPEICTBOM
3¢upHOrO wWiIM KabeTbHOTO BelIaHus, HH(POPMAIMOHHO-TEIEKOMMYHHUKAITMOHHBIX
ceTel, B TOM yucie cetu "MHTepHeT", U ceTeil NoABUKHOM panoTeepOHHOMN CBA3H.

1.4. be3omacHOCTh CUCTEMBI O00ECIEYMBAETCA KOMIUIEKCOM TEXHOJOTHYECKHX U
aIMUHUCTPATHUBHBIX MeEp, TPHUMEHSICMBIX B OTHOIICHWH alllapaTHBIX CPEJICTB,
mporpaMM, JaHHBIX U CIYXKO C ILEeIbl0 0OecreyeHus] JOCTYIMHOCTH, IIEJIOCTHOCTH U
KOH(UICHIIMATLHOCTU CBSA3aHHBIX C KOMITBIOTEPAMHU PECYpPCOB; CIO/IA )K€ OTHOCSTCS U
MpOLEAYPHl MPOBEPKH BHITIOJHEHHS] CUCTEMOW OIpeNeeHHBIX (YHKIUH B CTPOTOM
COOTBETCTBHUH C UX 3aIJTAHUPOBAHHBIM MOPSIAKOM paOOTHI.

1.5. Cucremy obGecniedeHusi O€30MACHOCTH MOXKHO Pa30UTh Ha CIEAYIOIINE
HOJICUCTEMBL:

v KOMITBIOTEPHYIO 0€30I1aCHOCTE;

v 0€30I1aCHOCTD JaHHBIX;

v 0e30I1acHOe MPOTrpaMMHOE 00ecTICUCHUE;
v 0€30MacHOCTh KOMMYHHUKAIIHHA.

KomnroTepHas 6€30macHOCTh 00ECIIEUNBACTCS KOMITJIEKCOM TEXHOJIOTHYECKUX U
aJIMHHHUCTPATHBHBIX MeEp, TNPUMEHSAEMBIX B OTHOIICHWM aIlllapaTHBIX CPEICTB
KOMIIBIOTEPAa  C  IENbI0  oOecredYeHWs  JOCTYIMHOCTH,  IIEJIOCTHOCTH |
KOH(HUACHIIMATLHOCTH CBA3aHHBIX C HUM PECYPCOB.

be3omacHOCTh JaHHBIX JIOCTHTAeTCS 3allUTON JAaHHBIX OT HEaBTOPHU30BAHHBIX,
CIIyYalHBIX, YMBIIUICHHBIX WJIA BO3HHMKIIMX [0 XaJJaTHOCTH MOJIU(UKALNH,
pa3pylICHUH WU pa3riIaieHusl.

be3omacHoe mporpamMMHOe obOecrieueHHe IMPECTABISICT COO0O0M OOIICICICBEIE H
MPUKJIAAHBIC TPOTPaMMbl M CPEACTBA, OCYIIECTBISIONME Oe30macHyr0 00paboTKy
JTaHHBIX B CHCTEME M 0€3011aCHO MCIOJIB3YIONTUE PECYPChI CUCTEMBI.

be3omacHOCTh KOMMYHUKAIMKA OOCCIIEUYUBACTCS TTOCPEACTBOM ayTCHTH(DHUKAIIH
TEJICKOMMYHHUKAITUH 32 CYET NMPHUHATHS MEp 1O MPEAOTBPAIICHUIO TPEIO0CTABICHUS
HEaBTOPU30BAHHBIM JIMIIAM KPUTHYHON HMH(OPMAIIMK, KOTOpas MOKET ObITh BbIJaHa
CHUCTEMOU B OTBET Ha TEJICKOMMYHHUKAIIMOHHBIN 3aIpocC.



1.6. K oOwvektam wuHpOpMaIIMOHHOW O€30MacHOCTH IIKOJbI-MHTEpHaTa Ne9
OTHOCHTCSL:

o UH(OPMAIIMOHHBIE PECYpChl, COAEpIKallUEe CBEICHUS, OTHECEHHbIE K
KOMMEpYECKO# TaliHe, 1 KOHPUACHIIMAIbHYI0 HHPOPMAIIHIO, TPEICTABICHHYIO B BUJIE
JTOKYMEHTHUPOBAHHBIX HH(POPMAIIMOHHBIX MAaCCHBOB M 0a3 TaHHBIX;

o CpeICcTBa M CUCTEMBbI HHGOPMATH3AIIUN — CPEJICTBA BBIYUCIUTEIIBHON U
OpraHU3allMOHHOW TEXHUKH, CETH U CHUCTEMbI, OOIIECUCTEMHOE U MPHUKIATHOE
MpOrpaMMHOE OO€CTICUeHUE, aBTOMATU3UPOBAHHBIC CUCTEMBbI YIIPABICHUS pabO4YNMU
MECTaMH, CHUCTEMbl CBSI3M W TMepefadyd JaHHbIX, TEXHUYECKHE CpelCcTBa cOopa,
perucTpanuu, nepeaaur, oOpaboTKu U OToOpakeHHs HH)OpMaIUu, a TakXke HuX
uH(pOpPMATUBHBIE PU3NYECKUE OIS,

2. ITos10keHre 00 OTBETCTBEHHOM 32 HH(POPMAIHOHHYIO 0€30MaCHOCTh
2.1 3amaum cBs3aHHBIE C HMHQPOPMAIMOHHON OE30MACHOCTBIO  SABIISIFOTCS
MPEpPOraTuBOM OTBETCTBEHHOTO 32 HHGOPMAIMOHHYIO 0€30MacHOCTb.
2.2 ns pemieHus 3anad UH(OOPMAIMOHHOM 0€30MacHOCTH OTBETCTBEHHBIN
JOJIKEH:
2.2.1 Caenuth 3a coOnoAeHUEM TPeOOBAaHUU MO MAPOJILHOM 3alUTEe, B TOM
YHUCJIE OCYIIECTBIIITh U3MEHEHHE MTAPOJIEN COTIIACHO II. 4.3;
2.2.2 ObecneunBaTh  (HYHKUMOHUPOBAHUE  MPOrPAMMHO-ANIAPATHOTO
KOMIUIEKCA 3aIIUThI 0 BHEITHUM U(PPOBBIM JIMHUSIM CBSI3H;
2.2.3 OGecrnieynBaTh MEPOIPUATHS 110 AHTUBUPYCHOM 3allIUTE, KaK HA YPOBHE
CEPBEPOB, TaK U HAa YPOBHE I10JIb30BATENEH;
2.2.4 OOecrnieunBaTh HOpMaibHOE (PYHKIIMOHUPOBAHUE CUCTEMBI PE3EPBHOTO
KOIUPOBAHHSI.

3. ba3bl JaHHBIX

3.1 Jna xaxpaoi 0a3bl JAHHBIX MPUKA30M JAUPEKTOpa IIKOJbI-UHTEepHaTa Ne9
JOJKEH Ha3HayaTbCd AJMUHUCTPATOP Oa3bl TAHHBIX.

3.2 Bce mnpouenypbl MO HCMOJb30BAHUIO W OOCTY)KMBAaHUIO 0a3bl JaHHBIX
OCyHIECTBIsIET AAMUHUCTpATOp 0a3bl JaHHBIX. B ToM umce:

® pE3EpPBHOE KONMPOBAHUE;
MIEPUOINYECKUN KOHTPOJIb UCIIPABHOCTHU PE3EPBHBIX KOIHM;
IOAKIIFOUEHHUE U OTKIIKOYEHHUE I10JIb30BATEIIEH;
BHECEHHE U3MEHEHUH B CTPYKTYpPY 0a3bl
poyue BUIbI padOT CBSI3aHHBIX C JaHHOU 0a30M.

33 B cnyuae ecnmu ©6a3a gaHHBIX TpeOyeT TMapoJIbHOM 3aIluThl, TO
AnmuHucTpaTop 0a3bl PYKOBOJICTBYETCS TpeOOBaHUSIMU TIJ1aBbl 4 HACTOSILErO
nokymeHnta «Cuctema ayTeHTH(PHUKALMU», B KOTOPOM OMHMCAaHbl TpeOOBaHUS K
MapoJIsIM, UX JUTMHE, MECTY XpPAHEHHUSI, U T. 1.

4. Cucrema ayTeHTH(PUKALMHU
4.1 Ha Bcex knmentckux I[IK ucmnosb3oBaTh ONepaliioOHHYI0 CHCTEMY COIJIACHO
PUOOPETEHHBIM JIMIICH3USIM.
4.2 Jlnsg BceX MOJIb30BATENIE YCTAHABIMBATH YHUKAJIbHBIE MApPOJH JJIMHON HE
MEHee 8 3HAKOB.



4.3 IleproaMYHOCTH TIJIAHOBOW CMEHBI MapoJiei 2 pas3a B ro/I.

4.4 VYcraHoBUTh OJOKMPOBKY VYYETHOM 3alMCHh  TOJIb30BAaTeNIed  MpH
HEenpaBUJILHOM Ha0Ope mapoJis 0oJiee MATU pas.

4.5 YcraHoBUTH OJIOKUPOBKY SKpaHa M KJIABUATYPHI MPU OTCYTCTBUU aKTUBHOCTH
NoJIb30BaTelsl Ha paboueM Mecte Oosiee 30 MUH., ¢ TOCJIEIYIONUM BBOJIOM HapoJIs AJis
pazonokupoBanus [1K.

4.6 OO0si3aTh MOJB30BATEICH HE pas3rialiarh CETEBbIE PEKBU3UTHI (MMEHA H
napojiu) s JocTyna K HHPOPMAIMOHHBIM pecypcaM, a TakkKe XpaHUTh UX B
HEJOCTYITHOM MECTE.

4.7 ObcnmyKuBaHrEe CUCTEMBI ayTeHTHUUKaluu ocymectsisieT nmxenep UT.

4.8 ba3y moyib30BaTeIbCKUX Mapojiel XpaHUTh Ha MAIIMHHBIX HOCUTENSX TOJBKO
B 3a1IM()POBAHHOM BH/IE.

4.9 Tlaponu aAMHHHCTPATOPOB XPaHUThH B 3al€4YaTaHHBIX KOHBEPTax, B MeCTax
UCKJIIOYAIOIIUX CBOOOIHBIN JOCTYII.

5. 3amuTa Mo BHEIIHUM HU(PPOBBIM JUHHUAM CBSA3H

5.1 B mensx yMmMeHbIICHHUS pUCKa MOBPEKACHHS MPOrPaMMHOrO OOeCTeueHUs U
yrepu HHPOpMalUM, JOCTYNl W3 BHYTpeHHeW cetu Bo BHemHiow (MHTepHer,
ANEKTPOHHAs T[O0YTa) OCYIIECTBISIETCS 4YEpe3 OAHY TOYKY  3allUIICHHYI OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIAa U3BHE OpaHIMay3pOM U aHTUBUPYCOM.

5.2 3anpenieHo0 HECAaHKIMOHUPOBAHHOE WCIIOJIB30BAHUE MOJIEMOB WM HMHBIX
cpenct aoctyna ¢ [1K, moakimtouyeHHbIX K BHYTPEHHEN CETH, BO BHEIITHUE CETH.

5.3 Bpewms goctyna u TUIN NPOrPaMMHOTO 0OeCIedeHus, MOCPEACTBOM KOTOPOTO
OCYIIECTBIISIETCS JOCTYII BO BHEIITHUE CETH onpeaensaeTcss nuxxenepom MT.

6. 3ammTa 0T HECAHKLIMOHMPOBAHHOTO NOAKII0YeHus K JIBC u pa3memenue
AKTHBHOI'0 CETEBOI0 000PY10BAHUA

6.1 Jlns pasmemnieHus CcepBEPOB OOOPYAYIOTCS CIElUaIbHBIE CEpPBEPHBIC
KOMHAThl, UMEIOIIME JIBa HE3aBUCHUMBIX BBOJAa MO nuTanuio (~220B), ucTouHMKH
OecriepeOOMHOTO MUTAHUS, CUCTEMY KOHAMIMOHUPOBAHUA U  00OpYyIOBaHHbBIE
IIOKAaPHOW U OXPAHHOW CUTHAJIU3ALHEH.

6.2 B cepBepHbIX KOMHATax HE€ JOIYyCKaeTcs OOOpYyIOBaHUE IOCTOSHHBIX
pabounx MECT JIJis MepcoHara.

6.3 B ciiyuae HEOOXOJMMOCTH BBINIOJHEHUS KaKUX-TMOO pabOT B CEpBEPHBIX
KOMHATax MOCTOPOHHHUM IEPCOHANIOM (RJIEKTPUKH, CAHTEXHHUKH, YOOPIIMKH U T.1.)
o0s3aTenbHO NpucyTcTBUE HaOmoaaroniero u3 rpymnnsl ACY (uwxenep UT umm ero
3aMECTHUTEIIN).

6.4 KoMMyTaTophl, KOHIIEHTPATOPhI U MPOYEEe aKTUBHOE CETEBOE 00OpYIAOBaHUE
JOJIKHO PaCIOIaraThCs B MECTAX UCKITFOYAIOIIUX CBOOOIHBIN TOCTYII.

7. IoroBOp € M0J1b30BaTEJAMU 0 HePa3rJialleHun
IIpyn 3akiroueHHM TPYIOBOTO JOTOBOPA € COTPYAHUKAMH  CHELUUAIBHO
OrOBapMBAETCSd OTBETCTBEHHOCTh COTPYJHMKA Ha CilIydall pasrjalieHuss UM
undopmaruu, cBszaHHou ¢ (yHknuonupoBanueM JIBC mxonb-uHTepHaTta No9. K
TakoW WHGOPMAIMK OTHOCSTCS MMEHA TOJIb30BATENICH, Mapojf, apXUTEKTypa CETH,
BHUJIbl IPUMEHSIEMBIX METOJOB 3amUThl U T.A. [Ipy monydyeHun noctyna K CETEBBIM
pecypcaM, NOJIb30BATENN JTOJKHBI POXOJIUTh BBOAHBIN MHCTPYKTAX C PETMCTPALIUEN



B CIELMAILHOM YypHaje U MOJIydaThb Ha PYKH MNaMATKy (COCTaBleHHYIO Ha Oasze
«Ilonoxxkenust 1O HMHPOPMALMOHHON OE30MACHOCTH»), COJAEPXKAIIYI0 TMepeueHb
TpeOoBaHM MO WHOOPMAIMOHHONW OE€30MaCHOCTH O0S3aTENIbHBIX [IJISi BBITOJHEHUS.
OTtBeTCTBEHHBIN 3a MHCTPYKTax — uHxkeHep 1o OT u Th.

8. IIponenypa yBoJIbHEHHS COTPYAHMKOB, UMEIOIINX JOCTYN K CETH

8.1 B ciyyae yBOJBbHEHHSI OTBETCTBEHHOTO 3a MH(GOPMAIMOHHYIO 0€301MacHOCTh
WIM aJIMHUHHUCTpPATOpa Kakoro-imbo ypoBHS (aAMUHUCTpATop 0as3bl JIaHHBIX,
TEXHUYECKUU CHEUUANINCT U T.1.), MOCIE MOANHMCAHMS 3asBIEHUS 00 YBOJBbHEHHUH
HEMEJJIEHHO HA3HAYAeTCs HMCHOJHSIOMMNA OO0A3aHHOCTH YBOJIBHSIEMOIO COTPYIHUKA,
KOTOPBI MEHSIET BCE MapOJIH AOCTyNa K pecypcaM, MOJKOHTPOJIbHBIM YBOJIbBHIEMOMY
COTpyIHMKY. Ha y4eTHy10 3amuch YBOJBHSEMOI'O aJMHUHHUCTPATOpa yCTAHABIMBAETCS
OrpaHUYEHHE [0 JaTe€ C Y4YEeTOM JaThl (PAKTUYECKOTO MpEKpaleHus padoThl
YBOJIBHSIEMOTO.

8.2 B ciyyae YyBOJIBHEHHsI pSAJOBOTO IIOJIB30BATENSI, IIOCJIE IOANUCAHUSA
3asiBJICHUs 00 YBOJIbHEHMH PYKOBOAMTEIL CTPYKTYPHOIO MOJIpa3Ae/iCHUs] YBEIOMIISET
CIIy>)keOHOM 3aNMCKOM OTBETCTBEHHOTO 3a MH(OPMAIMOHHYIO 0€30IacHOCTh O JaTre
(pakTUYECKOro MpeKpaleHus] paboThl YBOJBHAEMOTO MoJyb3oBaress. OTBETCTBEHHBIN
YCTAaHABJIMBAET OTPAHUYECHUS 110 1aTE€ HA YYETHYIO 3alCh YBOJIBHSIEMOIO COTPYIHUKA,
[0 UCTEYEHUH KOTOpPOH yuyeTHas 3amuch Oyner 3a0JIOKMpOBaHa, a B JallbHEWIIEM
yHUUTOXKEeHa. HOBBINM COTpyAHUK, TPUHUMAEMBbI BIOCIEACTBUM Ha JaHHOE pabouee
MecTo, AoJpkeH noinydars HOBVYIO yuernyro 3ammcs, ¢ HOBBIM nmenem u naposiem.

9. [IpaBuia noJib30BaHMs BHELIHUMH ceTeBbIMH pecypcamu (UuTepHer,
3JIEKTPOHHAS MOYTA U T.J.).

OCHOBHBIM CITOCOOOM MPOHUKHOBEHHSI KOMIIBIOTEPHBIX BUPYCOB Ha KOMIIBIOTED
MI0JIb30BATEIsI B HACTOsALIEe BpeMsl siBisieTcs IHTepHET u 35eKTpoHHas noura. B cBs3u
C 3TUM HE JolycKaeTcsi pabora 0e3 opraHu3aldy aHTUBUPYCHOW 3alllUThl, KOTOpas
pacrnojiaraeTcsi Ha KaXJOM IEepCOHATbHOM KommbloTepe. Ilpu HeoOxomumocTu
BO3MOKHAa YCTaHOBKA JIOMOJHUTENbHOM aHTUBUPYCHOH 3allMThl Ha IIJI030BOM
oOopynoBaHuu. Tun NPUMEHSEMOTO AHTHBUPYCHOTO MPOrpPaMMHOrO OOecreyeHUus
OTIpe/ENsAETCS OTBETCTBEHHBIM 3a HWH(OPMALMOHHYIO O€30MacCHOCTh U  SBISETCS
oOmuM nns Bced mikoJibl-uHTepHata Ne9. OOHoBieHue 0a3bl HMCHOJb3YEMOIO
AHTUBHUPYCHOIO MPOrPaMMHOrO OOECMEUYEHUsl OCYIIECTBIIAETCS aBTOMATUYECKH HE
pexe 1 paza B Hexemto. CBOEBpEeMEHHOCTh OOHOBJICHUSI AHTHUBUPYCHOTO
IPOrpaMMHOr0 oOecredeHus 00ecrneyrMBaeT OTBETCTBEHHBIN 3a MH(GOPMAIIMOHHYIO
0€30MacHOCTb.

10. 3amuTa aereii oT MHOPMAIIUM, IPUYUHSIOIIEN Bpea UX 310POBbIO U
Pa3BUTHIO

10.1 Cornaco uactu 2 crateu 11 ®epepanbHoro 3akoHa Poccuiickoit
Oenepanuu ot 29 nexadps 2010 r. Ne 436-03 "O 3amurte aetedt o WHGOPMAIINH,
MPUYMHSIONIEH Bpell WX 370pPOBBI0 W pa3BUTHIO" 000pOT HMHPOPMAIMOHHON
MPOYKIIUU, CoepkKalier nHPopMaInio, 3anpeieHHyo i pacCpoCTpaHEHUsI CpeIn
JeTel, B MecTaX, IOCTYIHBIX JJIA JETel, He JOMycKaeTrcs 03 NPUMEHCHUS
aIMUHUCTPATHBHBIX W OPraHU3alMOHHBIX MEp, TEXHUYECKUX M TPOrPaMMHO-
anmnapaTHBIX CPEJICTB 3allIUTHI IETeH OT yKa3aHHOW MHMOpMaIUu.



10.2 Toctyn k uH(popMaLuu, pacupocTpaHIeMol OCPEICTBOM HHPOPMALIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CeTe, B TOM uucie cetu "HMHTepHer" mis jaereu
IIPENOCTABIACTCS TOJIBKO B KOMIIBIOTEPHBIX KJIAcCax, IPU YCIOBUM INPUMEHEHUs
aAMUHUCTPATUBHBIX W  OPraHMU3allMOHHBIX MEp, TEXHUYECKUX, MPOrPaMMHO-
anmapaTHbIX CpPEACTB 3alllUThl JAETed OT HH(pOpMALUH, NPUUUHSIOLIEH Bpel HX
30pOBbI0 U (WiM) pa3BUTHIO. JlOCTYN MpEenoCTaBiseTCs TOJBKO B IMPUCYTCTBUU
OTBETCTBEHHOTO MpENnoAaBaTedsi M TOJbKO IIOCIE€ TPOBEPKH IPENoIaBaTesieM
HaJJIeXkKamero GyHKIIMOHUPOBAHUS TEXHUUYECKUX, MPOrPaMMHO-AMIMAPaTHBIX CPEICTB
3aIUTHI I€TeH OT HHPOPMALIMH, IPUUUHSIOEN BPEA X 3I0POBbIO U (HJIN) PA3BUTHIO.

10.3 lomyck nerer K BBIYMCIMTENBHOM TEXHUKE HA KOTOPOM HE YCTAHOBIICHBI
MIPOrpaMMHO-AMNIAPATHBIE CPEJCTBA 3AILUTHI HE TOMYCTUM !

10.4 OTBETCTBEHHOCTh 32 (PYHKIMOHUPOBAHWE MPOTPAMMHO-AMMAPATHBIX
CPEACTB 3alMThl HeceT nHxkeHep UT.

10.5 [Jlo Hayana JEMOHCTPALMM ITOCPEICTBOM 3PEIUIIHOIO MEpPONPHUATHS
MH(POPMAITMOHHOM MPOAYKIIUU €l IPUCBAUBAETCA 3HAK MH(POPMAITMOHHOHN MPOAYKLIUH.
B cnyyae qemMoHCTpanny HECKONIBKUX BUJI0B HHPOPMAIITMOHHON NPOAYKIMHU JUIsl 1eTel
pPa3HBIX BO3PACTHBIX KAaTErOpuMd YyKa3aHHBIA 3HAK JOJDKEH COOTBETCTBOBATH
MHPOPMALIMOHHON TMPONYKUMU JUIsl JEeTe cTapuieil BO3pacTHOM  KaTETOpHU.
VYKa3aHHBI 3HaK pa3Mellaercs Ha auilaXx U HUHBIX OOBSABICHUSAX O IPOBEIECHUU
3PETUIIHOTO0 MEPONPHITHS, a TaKK€ Ha BXOJHBIX OWJIETaX, MPUIIIAIIEHUAX U UHBIX
JOKYMEHTaX, MPEeI0CTaBISAIOMINX IPABO €r0 MOCEUICHUS.

10.6 [IeMoHCTpanus MOCPEACTBOM 3PEIUIIHOTO MEPONPUATHS MHPOPMATUOHHOM
MPOAYKIMH, COAEpKalle nHPOPMAIIMIO, MPETyCMOTPEHHYIO cTaThelt 5 denepabHOro
3akoHa oT 29 nekabpsa 2010 r. Ne436-®3 "O 3ammre nereid oT uH(pOpMaIMH,
MPUYMHSIIONIEN BpEJ UX 3I0POBbIO U pa3BUTHIO" (MHPOpMaLKs, MPUYUHSIONMIAS Bpea
3I0pPOBBIO U (WUJIM) PA3BUTHIO AETE), MpeaBapseTcs HEMOCPEACTBEHHO NEpel Ha4ajIoM
3PEJMIHOTO MEPOTPUSATHS 3BYKOBBIM COOOIIEHHEM O HEIOMYyCTUMOCTH WU 00
OTpaHWYECHUM TNPHUCYTCTBHA Ha TaKOM JAEMOHCTPAlMU JETEHd COOTBETCTBYIOIIMX
BO3PACTHBIX KaTErOPUH.

11. Ucnosib30BaHMe CpeICTBAM KPUNTOIPA(PUIECKOH 3alIUThI
UHpOpMaALMH

11.1 Ilpu ycranoBke kpunrocpencts (kiarodeil mmdposanus) Ha [IK npukazom
OTPAaHUYMBAETCS KPYT JIMILI, TOMYILIEHHBIX K Uconb3oBanuto [1K.

11.2 Homyck k IIK ¢ ycTaHOBIEHHBIMM CpPEACTBAMU KpUITOTpaduyuecKon
3aIUThI IOCTOPOHHUX JIMILL, & PABHO JIML, HE JOMYIIEHHBIX MPUKA30M 3amperaeTcs!

11.3 Ilpm napymenun TtpeboBaHuil 1. 11.2 paboTHHK mpuUBIEKAaeTCS K
JTUCIMIJIMHAPHON OTBETCTBEHHOCTH coracHo TK P®, a Takke K Jpyrou
OTBETCTBEHHOCTH, IPEIYCMOTPEHHOM 3aKOHOAATENBCTBOM POD.

11.4 ITpu ycranoBke kpunrtocpenacts Ha IIK, monp3oBaTemnto, JOMYIIEHHOMY K
paboTe C HUMH, BBIIAETCI TaMATKa 1O HWHPOPMAIMOHHON OE30MacHOCTH
(mpunoxenue 1).



[Tpunoxenue 1 IMMAMSITKA

[Tonp30BaTent0 KPUNITOCPEACTB

1. He pa3riamars ciaeayromue CBeIeHus:

— NMPUMEHSEMBIX KPUITOCPEICTBAX U APYTUX CPEACTBAX 3alIUTHI (Ha3BaHUE, BEPCHUS U T.1.);

— nopsiike (YHKIIMOHUPOBAHUSI KPUIITOCPEICTB, B TOM 4MJie OIIMOOK B paboTe, PyHKIIMOHAIE,
HACTPOIKax, 3aKOHOMEPHOCTSX, BBISIBJICHHBIX B Ipoliecce paboThI;

— MOpSAJKE OXpaHbl IMOMEHICHUN, KOMIIBIOTEPOB, COCTaBe M HACTPOMKE JAPYTHX CPEACTB
3alUTHI, HAIIPUMEDP aHTUBUPYCHBIX IPOrpaMM;

—TapoJib U MapOJIbHYIO ()pa3y OT KPUITOCPEICTBA, YICTHON 3aIllMCH ONEPAIIMOHHOW CHCTEMBI,
KOTOpBIE 3aMpalluBalOTCs IPU BKIOYEHUH KOMITBIOTEPA U BXOJI€ B CUCTEMY.

2. He xpaHuth napoiu U naposibHble (ppa3bl B AIEKTPOHHOM BHUJIE.

3. He mepemaBatb M He cooOIIaTh Mapoyib HUKOMY, Jaxe agMuHUCTparopaM. Ilpm
HE00XOAMMOCTH — BBECTU MapoJib JUYHO. [Ipy MONBITKE BBIICHUTH MApOJib HEMEIJIEHHO COOOIIaTh
OTBETCTBEHHOMY.

4. He mepemaBaTh IpyruM TMOJb30BATENIAM IapOJH, KIIOYM IMUGPOBAHUSA, YCTAHOBJICHHBIX Ha
KoMITbroTepe KpunrtocpenctB. O HE0OXOIUMOCTH TaKOW TepeAadyd HeOoOXOIUMO YBEIOMHUTH
OTBETCTBEHHOIO.

5. OO0s3arenpHO 0JI0KMPOBATh pabOYMil CTOJI KOMIIBIOTEPA IIPU OTCYTCTBUU Ha paboyeM MecTe.

6. Ecnu maponb cTan u3BEeCTEH MOCTOPOHHUM JIUIAM, WM JIPYTHM MOJIb30BaTEIsIM — CMEHUTh
napojib (JJIMHA napoiii He MeHee 9 cuMBoJIoB). Eciu nonb3oBarenu, Wil MOCTOPOHHUE JIMIA MOTJIU
UMETh JIOCTYI K KOMIIBIOTEPY — COOOUIUTH OTBETCTBEHHOMY.

7. 3axoIuTh Ha KOMIIBIOTEpP TOJBKO CO CBOMM IapojeM, IOJ CBOEHM ydeTHOM 3amuchio. He
3aXOJUTh O] YYETHOM 3alUChIO IPYTHX IMOJB30BATENIEH, C HCIIOJIB30BAHUEM UX MAPOJIEH.

8. [lo BK/IIOYEHHS KOMIBIOTEPA HEOOXOIUMO MPOBEPUTH LEJIOCTHOCTh TIOMO U MHAUKATOPHBIX
HaKJeeK, KOTOPbIMM OIedyaTaHbl CHCTeMHbIe OJOKM. B ciydyae HapymieHHs LEIOCTHOCTH — He
BKJIIOUATh KOMIIBIOTEP U COOOLIUTH OTBETCTBEHHOMY. HakJeiiku u ninomObl He cpbiBaTh!!!

9. B kaOuHere He JAOJKHBI OECKOHTPOJIBHO HAXOJUTHCS MOCTOPOHHHUE JIMIA, B TOM YHUCIE MPH
yobopke nomenienus. He octaBnsTe mycToil KaOWHET OTKPBITHIM, HEOOXOIUMO 3aKPBITh €r0 Ha KIIFOY.

10. He nepeaaBarb KIHOYHU OT HOMCH_IGHI/Iﬁ MMOCTOPOHHHUM JIMIAM. HOMCH.[CHI/IC BCKPbIBACTCA
TOJIBKO COTpYAHHWKaMH, OCYHICCTBIAIOIMMU B HHUX CBOM TPYAOBBIC O6$[33HHOCTI/I, NI
OTBCTCTBCHHBIM.

11. He nomyckaTh MOCTOPOHHUX JIMI K CBOUM paboOyuM MecTaM M KoMiblotepam. He gomyckaTh
HeNpeAHaMEPEHHOTO yIaJIeHUs! CPE/ICTB 3aIUTHI, KIIouel muppoBaHusl.

12. HpI/I IOIMBITKE MOCTOPOHHUX JIMI Y3HATH CBCACHUA O 3aIMMIIACMBIX IMEPCOHAIBHBIX JAHHBIX,
CBCACHUAX U3 ITYHKTA 1- COO6IJ_II/ITL OTBCTCTBCHHOMY.

13. B xoHIie paGodero HS 3aKpPHITh TOMEIICHUE Ha KITIOY, KIIFOUH MepeaaTh Ha MOCT OXPaHHI.

14. Ecnu momenieHue BCKPBITO, HEOOXOIUMO HE3aMeUIUTEIHHO OMOBECTUTh OTBETCTBEHHOTO U
MOCT OXPaHBI.

15. CooOmare OTBETCTBEHHOMY O HAapyLIICHUSIX HHCTPYKUMH M MaMSITKH, KOTOpPBIE MOTYT
MIPUBECTH K PACKPBITUIO MAPOJIeH, NEPCOHAIBHBIX JaHHbIX.

16. Ilpu yTtpare unu HeJoCTadye KIOYEH OT MOMENICHW, XPaHWIUII, JIUYHBIX IedaTed —
COOOIINTH OTBETCTBEHHOMY.

17. Tlpu HeucrnpaBHOCTH KOMIIBIOTEpA, OMIMOKax B paboTe MpPOrpaMM — COOOIIUTH B CIYXOy
TEXMOAICPKKH.



[Tpunoxenue 2
IHAMATKA ITOJIB3OBATEJISA IIK

1. He pa3rnamars ciaeayromue CBEACHUS:

— NIPUMEHSAEMBIX KPUNITOCPEACTBAX U APYTUX CPEACTBAX 3aLIUTHI (Ha3BaHUE, BEPCUS U T.1.);

— nopsiike GYHKIUOHUPOBAHUSI KPUIITOCPEICTB, B TOM 4MJie OMIUOOK B paboTe, PyHKIIMOHAIIE,
HACTPOIKax, 3aKOHOMEPHOCTSX, BBISIBJICHHBIX B Ipoliecce paboThI;

— MOpSIIKE OXpaHbl TOMEIICHUH, KOMIIBIOTEPOB, COCTaB€ M HACTPOMKE IPYIMX CpPEICTB
3alUTHI, HAIIPUMEDP aHTUBUPYCHBIX IPOrpaMM;

—IapoJb U NapoibHYI0 (pa3y OT KPUIITOCPEICTBA, YUETHON 3alHCH ONEPALMOHHON CHUCTEMBI,
KOTOpBIE 3aMpalluBarOTCs MPU BKIOYCHUH KOMITBIOTEPA U BXOJI€ B CUCTEMY.

2. He xpaHuth napoiu U naposibHbIe (ppas3bl B IIEKTPOHHOM BUJIE.

3. He mepemaBatb M He cooOIIaTh IMaposb HUKOMY, Jaxe agMHHUCTpaTopam. Ilpu
HE00XOAMMOCTH — BBECTH MapoJib JUYHO. [Ipy MONBITKE BBIICHUTH MApoJib HEMEIJIEHHO COOOIIaTh
OTBETCTBEHHOMY.

4. OO06s3aTenbHO OJOKMPOBATH pabOYUil CTOJ KOMITbIOTEPA MPU OTCYTCTBUU HAa paboyeM MecTe.

5. Ecnm maponb ctayi M3BECTEH MOCTOPOHHUM JIMLIAM, WJIA APYTHM IOJIb30BaTEIsIM — CMEHUTH
napoJjib (JUIMHA Taposisi He MeHee 8 CUMBOJIIOB).

6. 3axoauTh Ha KOMIIBIOTEpP TOJIBKO CO CBOMM IIapoJieM, IOJl CBOEW ydeTHOH 3amucbio. He
3aXOJUTh TOJ YYETHOM 3amUChI0 JPYruX IOJb30BaTeliel, ¢ HCHOJIb30BaHMEM HuX Hapojeil. He
nonyckaTts ucnoiibzoBanus IIK nocTyn k KOTOpbIM OrpaHUYeH.

7. Jlo BKIIOYEHHS KOMITbIOTEpa HEOOXOAMMO MPOBEPHUTH LIEIOCTHOCTD MIOMO U MHIUKATOPHBIX
HaKJIEEK, KOTOPHIMHU OIl€uaTaHbl CHUCTEMHBIE OJOKHM. B ciydae HapylieHHs II€JIOCTHOCTH — HE
BKJIIOUATh KOMIBIOTEP U COOOIIUTH OTBETCTBEHHOMY. Hakeiiku u mnomObI He cpbiBaTh! ! !

8. He mnepepaBarh KIIOYM OT NOMELIEHUI MOCTOPOHHUM mumaMm. lloMelieHne BCKpbIBaeTcs
TOJBKO COTPYAHHMKAMH, OCYIIECTBISIONIMMH B HUX CBOM TPYAOBbIE OOS3aHHOCTH, WU
OTBETCTBEHHBIM.

9. He gomyckaTh MOCTOPOHHUX JIUI] K CBOMM pabOYUM MecTaM M KoMIiblotepam. He mgomyckaTh
HEeTpeHAMEPEHHOTO YaJIeHUsI CPEICTB 3aIUTHI, KIIIOUeH mudpoBaHus.

10. HpI/I MOIIBITKC IMOCTOPOHHUX JIMI Y3HATHb CBCACHUA O 3alMUIIACMbIX MEPCOHAJIBHBIX JAHHBIX,
CBCACHUAX U3 ITYHKTA 1- COO6HII/ITI) OTBCTCTBCHHOMY.

11. CooOmare OTBETCTBEHHOMY O HAapyLIICHHUSIX HHCTPYKUMH M MaMSATKH, KOTOpPbIE MOTYT
MIPUBECTH K PACKPBITUIO NTAPOJIeH, EPCOHAIBHBIX JaHHbIX.

12. Tlpu HeucrpaBHOCTH KOMIIBIOTEpA, OMIMOKax B paboTe MpOrpaMM — COOOIIUTH B CIYXOy
TEXTOICPHKKH.
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